
What are the biggest threats to democracy today? 

Democracy, often hailed as the cornerstone of modern governance, is under increasing threat in 
many parts of the world today. While the term originally derives from the Greek demos and kratos, 
meaning ‘the power of the people’, its contemporary use has become far more contested. For the 
purpose of this essay, I adopt a procedural definition of democracy informed by Dahl (1971), 
understood as a system characterised by inclusive participation, free and fair elections, civil liberties 
and institutional guarantees that allow citizens to influence public policy. Using this framework will 
enable a clear evaluation of the biggest threats to democracy today. To address this, I focus on three 
contemporary threats that correspond to institutional, technological, and structural dimensions of 
democracy. First, I will examine how mainstream media often portray far left and right-wing populism 
as a primary danger, contrasting this with academic articles that identifies democratic backsliding 
due to a rise in populism as the deeper institutional threat. Second, I consider how the 
transformation of the information environment, illustrated in polling data, shows how 
misinformation and declining trust in the media undermines democracy. Third, I will assess the 
external, structural threats posed by rising authoritarian influence. Taken together, these sources 
support the argument that the biggest threats to democracy today are not the result of one single 
phenomenon, but the interconnected processes that erode institutions, distort public information 
and strengthen authoritarian influence. 

A number of journalistic sources in the mainstream media believe that one of the biggest threats to 
democracy is the rise of far left and right-wing populism (Gideon, 2018; Henley, 2023). They 
emphasise the electoral success of anti-establishment parties and the destabilising rhetoric 
associated with them. The Guardian noted a rise from ‘12% in the 1990s’ to ‘32% of European voters 
supporting anti-establishment parties’ in 2022 (Henley, 2023, para. 2). As secondary, qualitative 
sources, these accounts are useful for providing up to date evidence on shifting voter behaviour. 
They also illustrate how populism is publicly perceived, but they often treat populism itself as the 
primary threat. Whereas academic research offers a more nuanced interpretation. Spittler (2018) 
argues that populist parties are not inherently anti-democratic, instead, their threat depends largely 
on the institutional environment in which they operate, and the extent to which democratic norms 
and constraints remain in tact. Pietrzyk-Reeves, Górnisiewicz and Szlachta (2023, pp. 361-381), 
reinforce this perspective by showing how ‘liberal-constitutional backsliding’ such as weakening 
judicial independence, eroding checks and balances, and when governments ‘expand executive 
discretion’ pose the more substantial threat, particularly when crises such as the Covid-19 pandemic 
are used to justify power consolidation. Anwar and Atif’s (2025) review of How Democracies 
Die further supports this view, highlighting Levitsky and Ziblatt’s argument that democracies now fail 
through gradual institutional decay rather than dramatic populist takeovers, as elected leaders slowly 
undermine the rule of law and repress opponents. These academic sources are valuable because 
they shift the focus from populism as an electoral phenomenon to the structural vulnerabilities that 
allow democratic erosion to occur. However, Spittler’s work is limited by its pre-pandemic context, 
and ,Pietrzyk-Reeves et al. focus heavily on Poland, raising questions about their broader 
applicability. Further, Anwar and Atif provide only a secondary review rather than original data. 
Overall, these sources support the argument that while mainstream media accounts emphasise 
populism as an obvious threat, the more significant institutional danger lies in democratic backsliding 
that weakens the core procedural foundations of democracy.



The second major threat I will examine is how misinformation and the decline of trust in the media 
pose a significant threat to democracy. Polling data consistently shows that misinformation and 
declining trust in information systems are widely perceived as major threats to democracy. The Ipsos-
UNESCO study (Salomé et al., 2023), a primary, quantitive polling source, illustrates that a growing 
share of citizens struggle to distinguish accurate information from false content, demonstrating the 
public’s sense of vulnerability in the digital world. Similarly, Smith’s (2024) quantitive YouGov analysis 
finds that two thirds of Britons believe social media companies should be held accountable for posts 
citing disorder, indicating growing public frustration with unregulated digital platforms. While polling 
sources are valuable for capturing public attitudes, they cannot explain the link between how 
misinformation is able to weaken democracy. 

Academic research and policy reports, however, offer a different perspective, suggesting that the 
core threat to democracy is not misinformation itself, but rather the erosion of public trust it creates 
(Sanchez & Middlemass, 2022; Ecker et al., 2024; Khalil, 2024; Krotoszynski et al., 2024). Their studies 
highlight how misinformation creates divisions and distrust, making it harder for citizens to engage in 
informed discussions. However, a limitation of Ecker et al.’s research is its broad focus on global 
trends which means that it does not fully account for how misinformation affects democracies 
differently depending on which country you are looking at. Therefore, these sources suggest that the 
main democratic threat is not misinformation itself, but the erosion of public trust it creates. 

The final biggest threat to democracy I will assess is the influence of external, authoritarian 
pressures. Somer & McCoy (2019), Bolsover (2022), and Wu (2024) collectively highlight how 
authoritarianism, both external and domestic, leverages digital platforms, populist rhetoric, and 
geopolitical shifts to weaken democratic norms. These sources emphasise ‘sharp power’ and the 
export of surveillance technologies, showing how authoritarian influence erodes democratic 
institutions. The academic works provide a broad, long-term analysis, yet they often lack empirical 
focus and can be limited by their Western-centric perspectives. The Brookings report (Jones & 
Taussig, 2019) while focused on real-time developments, complements these academic views by 
documenting the immediate and observable impacts of authoritarian influence on democracy. In 
conclusion, these sources collectively underscore that the threat to democracy is not just from 
internal populist movements, but from coordinated external authoritarian actions that challenge 
democracy globally.

A review of the selected sources allowed us to see that the primary threats lie in the gradual erosion 
of democratic institutions, the distortion of public discourse through misinformation, and the 
external pressures exerted by rising authoritarian powers. The academic sources highlight how 
populism, while often seen as a central threat, is not inherently anti-democratic but becomes 
dangerous when institutional checks are weakened. Similarly, the decline in public trust, fuelled by 
misinformation, weakens democracy. Finally, external authoritarian influence further destabilises 
democracies by using geopolitical shifts to promote authoritarian agendas. While these sources 
provide a thorough examination of the threats to democracy, gaps remain in fully understanding 
how local political contexts and varying national factors influence the effectiveness of these threats. 
Future research should focus on the specific ways these threats manifest differently across different 
democratic systems, to better identify and understand the biggest threats to democracy today.
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